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2. OtkpriBats BIIOXKEHHEIE (aiinp SJICKTPOHHOM OYTE, KOrna He 3Haem, OTIpaBHTE]Is;

3. T pPyOnTE, IIPHAHPATECS, OKa3LIBATE AaBIICHHE — BECTH ceby HEBEXUTHRO H arpecCcHBHO;

4. He pacniopspkaiics nenpramu TBOCH CceMBH Ge3 Pa3pellieHus crapmux — BCETJ1a
ClpalnuBaii poxureneii;

5. He Bcrpevaitcs ¢ Huteprer-suakompmvy g PCAIBHOH XH3HH - NOCOBeTY#Cs co
B3pOCabIM, KoTOpOMY ZOBEpSIEII.

OCTOPOXHO

1. He Bce TIHIYT npasay. Yuraems o ceGe Hellpasny B WHTeprere — coobmm 06 3om
CBOHM POJHTENSIM Wity ONEKyHawm;

2. TMpurnamaor TICPCIIHCEIBATECS, HIpaTs, o0MeHMBaThCH — IIPOBEDS, HET I oBOXa:

3. Hesaxonnoe KonmupoBanwue daiinos g Unrepuere — BOPOBCTBO);

4. Bcerza pacckassipajs B3pociemM o mpoGremax B cery — OHM BCerza nomoryr;

5. Hcnonesyii HacTpolkH Gesonachocty [IPHBAaTHOCTH, YTOBEI He TIOTEPATE  CBOM
4KKayHTBI B COLICETAX | APYTHX nopranax.

MOXHO

1. VBaxaii APYTHX IONIb30BATENE};

2. Tonesyemncs Hnreprer-ucrounnkoy — Aenaki cChUIKY Ha HEro;

3. OrkpsBaii TOJIBKO Te€ CChuIKkH, B KOTOpBIX yBepen;

4. O6warscs 3a [IOMOIIBIO B3pOCIBIM — POIMTENH, OmeKyHEr g IMHHHCTPALHA CaiToR
BCEria nomoryr;

S.

Hpoiinn o6yuenue na caiite «CereBuuoky g TOJTyHH nacnopt nupposoro TpaxIaHuHa!



Ipunoxenue No2, Hudopmaunonnag NaMATKa 115 06y9aromuxes AJIsL pasMemenns ya
opuIHATLHBIX I/IHTepHeT-pecypcax

Haxomurtecy B CeTH.

KOMnblomeprze 8UPYCLL

AONOIHEHHE K 3TOMY, BHDYCBI MOT'YT NOBpemuTs wym TIOTTHOCTBIO YHHYTOXHTE Bee daiusr u
AQHHBIE, MOIKOHTPOILHEIE [I0JIb30BaTEMO, OT HWMeHyu KOTOporo 6buma 3amymena 3apaxxéxnas

MCTOIILI 3alIMUTEI OT BPEOOHOCHBIX nporpamMm:
1

Hcnons3yit copemennge OIICPaLMOHHEIE CHCTeMEL, HMEIOIHe CephE3nBIi yposens
SaIllATEI OT BPEOHOCHBIX Iporpamm;

2. Tlocrosmuo YCTaHaB/IMBal mayry (mdpossie 3aIUIaTKH, KOTOpEIe 4BTOMaTHYeCKH

TBOEM NepCOHATBEHOM KOMHBIOTCpC;

4. Ucnong3yi aHTHBUDYCHbIE IIPOrpaMMHEIe IIPOXYKTEI U3BECTHEIX IPOU3BOAMTENEH, ¢
ABTOMaTHYECKUM OGHOBNIEHHEM 6as;

Orpannas Gpusmyeckus AOCTYII K KOMITBIOTEPY J15 TIOCTOPOHHHX JiIy;
6. Henonbayit Bremmye HOCHTeM HHGOpMaIuK, Takue Kak dnemka, quck mwm daitn u3

s




HOMepa;
2. Hcnomssyi u 0OHOBIsIA AHTHBHPYCHBIE TIPOTPAMMBI H Opanzmayep. Tem cambv Tx
obe3onacHib cebs ot 3akayxy BHpYCa Ha TBOE yCTpoiicTBo;
3. Tlpu wcnons3oBamuy Wi-Fi orkmoun byuxumo «O6muit ROCTYyIl K Qalinam yu
lipunTepamy. JlanHas dyrkms 3aKpEITa 10  yMONYaHHMIO, OfHAKO HEKOTOpEIe

4. He ucnonssyit nyomaunsii WI-FI gng NePeNavn JIHYHBIX NaHHBIX
BLIXOZIa B COUMATBHBIE CETH MK B SNEKTPOHHYIO 1IOYTY;

5. Hnons3yii tonsko 3alUMINEHHOE COCHHEHHe uepes HTTPS, a ge HTTP, t.e. npu
Habope Be6-anpeca BBOZTH UMEHHO «https://»;

6. B mobmimroM Tenehone  OTKMOUH byHKIHIO «Ilonkmowenne g Wi-Fi
aBToMathyecku». He nonyckai aBTOMaTHYECKOro MOIKIIOYeHHS YCTPOMCTBA K ceTsm
Wi-Fi 6es TBoero cornacus.

&
Coyuanvuvie cemy

OCHOBHLIe COBETEI IO 6830II&CHOCTH B COITHAIbHEIX CeTAX:

1. Orpaumas crmcox apysed. V rebs p APY3bSX HE NOIDKHO ObITH CIyYalHEIX M
HE3HAKOMBIX JIIofiel;

2. Bamumait cporo HaCTHYIO xu3Hb. He ykasmsaii NapoH, renedons

TBOEIO0 pPOXIEHHS K APYTYIO NH4HYIO HH(OpMaIHIO. 3noyMeImmTeHEEKY MOTyT

HCIOJIL30BaTH Aaxe HH[i)OpMaI.II/IEO O TOM, Kak THI H TBOH DOOUTEIH nanupyere
IIpoBecTH KaHHUKYJIEI,

3. 3Bammmaii ceoro PEIIyTanuro - nepxu ee B uncroTe 1 3a71aBaii cebe BOIIPOC: XOTEN BRI
TBI, 9TO0BI Ipyrue TIONIb30BATeNH BHIETH, YTO Thy 3arpyxaems? Iloxymai, npexne
‘IeM HTO-TO Omy6TMKOBATD, HammcaTy, H 3arpy3uTs; '

K OOHOMY MECTY, a He BO Bce Cpasy.

Snexmponnvie denpaoy

OIeKTpoHHEIe ACHBTH —— 3T0 OYelp YZoOHBIH cnoco6 nnarexe, oguaako CYyIecTRyOT
MOIICHHUKH, KOTOPEIE XOTST TIOTYYUTh 3TH AeHbIH,

=34 3TOro Bo MHOTHX



TIOIIy9CHHIO 3JIeKTPOHHBIX COOOIEenHH, KoTOpEIe pacnpenensiorcs KOMIIBIOTEPHOM cery.
O6Brano OJICKTPOHHBIH  OYTORKH AMHK  BBITISAHT ClIeaylomuM  o6pasom:

HMA_NIOJTb30BaTeNns@uMs_nomena, Taxoxe  xpome TI€penatn  mpocToro Tekcra, HMeeTcs
BOSMOXHOCTS IepenaBath (aifs.

4. BeiGepu cnoxmpri l1apons. Jlns xaxoro TIOYTOBOrO siUMKa NOMKEH Gy CBOIA
HaJIC)KHBIA, yCTOMYHBEL Kk B3JI0MY napoip;

5. Ecum ecrs BO3MOXXHOCTE HaImcar CaMOMy CBOH JIMYHEL} BOIIpoC, Hemoms3yit 3Ty

allpecatamu, KOTOpeIM Tp AOBEPACIIL.  DTO  3eKTpoHHbL ampec He Hajo
HCHONBb30BATE IIpH PCTHCTpanuy Ha popymax u caifrax;




Rubepbynnunz uny éupmyaneroe usoesamenscmeo

Kubep6ynnaar — npecnenosanme coobmennsamy, Comepxamumu OCKOpOneHHs,

ArPeCCHIO, 3amyruBanye; XYJIHTaHCTBO; COMHaTbHOe GolikoTHpoBanwe ¢ TIOMOIIBIO pas3mHunEX
HHTEPHET-CepBHCOB,

OcHoBHEIe coBeTr! 110 Gopebe ¢ Ku6epOymnurom:

1. He 6pocaitcs 5 Boit. JIywinnii cnocos: TIOCOBETOBATECS Kak cely BECTH W, eciiH Her
TOro, K KOMY MOHO o0patuTses, To BHauaye YCHOKOHTECA. Ecmu Ty HayHems
OTBEHaTh OCKOPGIeHHsIME Ha OCKOpPOJIEHHS, TO Tompko eme Gounbine pazoxokerns

2. Yupasnusif ceoeit kubeppenyranuei;

AHOHHMHOCTL B CCTH MHHMay, Cymecryror CIIOCO6E! BBIACHHTB, KTO CTOHT 3a

AHOHMMHBIM aKKayHTOM;

4. He crour pectn XYIIHTaHCKui 06pas BHPTYaNILHOH »u3Hy, Hnrteprer q)HKCpreT BCe
TBOH NeHCTBHS U coXpanser ux. Y nanute ux Oyner xpaitne 3aTPYTHUTEBHO;

Cobmronait cpoit BHPTYaJIbHYIO yecTp eMosIony;

Hruopupyii CIAHHHYHEIH HeraTys, Onnopazossie OCKOpOHTENEHEIE Co00menuy

JIyMIIe HTHOPHpPOBaTh. O6Erymo arpeccus npekpamaercs ga HaYalbHOM cTaquy;

7. Bam arpeccopa. B nporpamaax obmena MTHOBEHHEIMH coobmenusmu
CCTAX €CTh BO3MOXKHOCTE OnoxupoBku OTIIPaBKHM COOOmEenuii c onpeneneHupx
anpecos;

8. Ecmm 1y CBHACTENL  KubGepOymmunra, Tsou peiictug: BRICTYIIHTE  n1porus
Npecnenosarens, mokasary, €My, 9TO ero neiicreug OLlEHHBAKOTCs HEraTHBHO,

0Nepxkath  xepray, KOTOpO# Hyxua HCHXOIOrHYecKkas: momons, Co00IIHTE
B3POCITBIM 0 (akte arpeccusroro HOBE/IEHHS B ceTH,

(98}
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Mobunoni; menegpon

CoBpemenupie CMapTGOREl M  Imranmery CONepXaT B cebe Bmosme B3POCIIEL
dysknnonan, y TCHeps OHM MoryT KOHKYPHpPOBaTE co CTallHOHAPHBIMK KOMITBIOTepamuy,
Oxmaxo, cpencrs SAUIHTEL TS H0M06HELXK YCTPOHCTB 10Ka o4ens mayro, Tectuposanue u IOHCK

YASBEMOCTEH B Hux DPOMCXOJHT He Tak HHTEHCHBHO, KaK s TIK, 10 e camoe Kacaercs u
MOOHIBHEIX IIPHIIOXKEHHIT,

SallMINEHHOCTE,

,HHJICKO HE Bce [IpOH3BOMHTEIH BRITyCKaroT 06HOBJ'ICHPI5I, 3aKpEIBalOIIHe KpHTHYeCcKpe
YA3BHMoOCTH AJIA CBOMX YCTpoiicTa,

OcHoBHEIe coBers At 6e3onacHocTy MOOHIILHOrO Tenedona:

1. Hudero e ABJseTCH T0-HacToAmemy Gecrarhpmny, Byns octoposxen BelIb Korna
Tebe npemnararor Oecrumatusii konregy
InaThele yemyry;

2. Nymaii, TIpexze Yem oTnpasurs SMS, doro uny BHZeo. TwI Toyngo 3Haels, rue
OyayT B KoHeunoNM HTOTE?

Heo6x0mmmo O6HOBIIATE ONepauKoHHyIO CHCTEMY TBOero CMapT¢oHa;

4. Hcnomesyi AHTHBHPYCHEIE TIPOrpaMMEI 115t MOGHIEHEX TeneoHoB;

w




5. He 3arpysxaif mpHiIoKeHHs 0T HEH3BECTHOIO UCTOYHHKA, Belb OHH MOTYT COEPATh
BPEIOHOCHOE ITpOrpaMMHOe obecnedeHue;

6. Ilocne Toro xak THl BEIHZEIIs ¢ caifra, rie BBOAWI JTHYHYI0 MHGOpPMAILHIO, 3aliy B
HacTpoiikyu Opay3epa u yaamu cookies;

7. Ilepuonmuecku npoBepsiit Kakue IUTATHBIC YCIYTH aKTHBEPOBAHE! HAa TBOEM HOMEPE,

8. JlaBaif cBoii HOMep MOOHIBHOrO TenedoHa TONBKO JIOAAM, KOTOPHIX THI 3HaeIb U
KOMY JIO0BepseLlb;

9. Bluetooth momxeH OpITh BBIKITIOYEH, KOTJIa TBI UM HE mojb3yembes. He 3a0rBait
HHOTra HpOBepﬂTb 3TO.

Online uzpu

CoBpemeHHBIE OHJAWH-HIPHI — 9T0 KpacOuYHBIE, 3aXBaTHIBAIOINHME pa3BJIEYEHHS,
00BEIMHSIONINE COTHH THICHY YETOBEK IO BCEMY MHDY. VIrpOKH HCCIEeIyloT JaHHBIA MM MHD,
obmaroTes Apyr ¢ APYroM, BBIMOJHSIOT 3a/IaHUs, CPAXKAOTCS ¢ MOHCTPAMH M MOJYYArOT OIBIT.

3a yZ0BONBCTBHE OHHM IUIATAT: [IOKYNAIOT AMCK, OIUIAYHBAIOT abOHEMEHT WJIH IpHOOpeTaroT
KaKHe-TO OILIHH.

Bce aTH cpencTBa MAYT Ha NOJJIEP)KAHHE M Pa3sBHTHE MIPHl, a TAKXKE Ha caMmy
0€e30MacHOCTh: COBEpINEHCTBYIOTCS CHCTEMBI ABTOPH3AllHM, BBITYCKAIOTCS HOBHIE IIaT4H
(AhpoBEIe 3aIIATKY JUTA IPOrPaMM), 3aKpBIBAIOTCS YSA3BHMOCTH CEPBEPOB.

B nomo6nbix Hrpax CTOHT OmacaTbCs HE CTOJIBKO CBOMX COINCPHUKOB, CKOJIBKO KpaXu
TBOCTO I1apOJIA, HA KOTOPOM OCHOBaHa CHCTEMa aBTOpPH3allHH OonbIIMHCTBA HID.

OcHoBHBIE COBETHI 10 6€30MACHOCTH TBOETO HIPOBOTO AKKAYHTA:

1. Ecnu apyroi urpok Bezier cebs mII0X0 WM CO3/1aeT Tebe HeNpHATHOCTH, 3a610Kupy#
€ro B CIINCKE HTPOKOB;

IloxanyHcs anMHHMCTpaTopaM MIphl Ha IUIOXOE€ IOBEACHHE OJTOTO HIPOKa,

MKEJIATeJIbHO MPHIOKHTE KaKHEe-TO JIOKa3aTeIbCTBA B BHAE CKPHHOB;

He yxasbBait nuunyio undopmauuio B npodaiine urpsr;

YBaxail JpYruX yJYacTHHKOB IIO UIpE;

He ycranaBnupaii HeouuHanbHEIE IATYM U MOJIEL,

Hcnone3yi c10XHBIE B pa3HbIe NapoiIy,;

Jlaxke BO BpeMs MIPhI HE CTOMT OTK/IOYaTh aHTHUBHpyC. IIoka THI Hrpaemms, TBoi
KOMITBIOTEP MOTYT 3a8pa3HTh.

i

Nk

DuuuHz Wil Kpaxea TUsHbiX OaHHBIX

OGbruHOl KpaxeH JeHer M JOKYMEHTOB CETOAHS YXe HHKOTO HE YAHBHIIb, HO C

Pa3sBUTHEM HHTEPHET-TEXHOJIOIHH 3IOYMBIIUJICHHHKH TIEPEMECTHIHCE B HHTEPHET, H
IIPOJOJIKAIOT 3aHUMATBCA «JIFOOUMEBIMY IIEJIOM.

Tak nmosiBuIace HOBas Yrpo3a. HHTCPHET-MOIICHHHYECTBA HJIH (l)HI]]PIHl", IIaBHas LENb
KOTOPOro COCTOHUT B ITOJNYYEHHH KOH(I)H,HCHHH&HI;HLIX JaHHBIX IOJIb30BATENICH — JIOTHHOB H

naposeii. Ha anrnuiickom s3pike phishing uuraercs xak duumar (ot fishing — pribuas noss,
password — rapois).

OcHoBHBIE COBETEI 110 Gopsbe ¢ hHmHHTOM:

1. Caemm 3a cBomm axkaynTtoM. Ecimu TeI NOJ03peBacilb, YTO TBOS aHKETa ObUIa

B3/IOMaHa, TO Heo0XOmMMO 3abIIOKHpOBaT €¢ W COOGIMTEH a/IMMHHCTpaTopam
pecypca 06 3ToM Kak MOXKHO CKOpee;




2. Hcmome3yit GeszonacHsie BeO-caiiTel, B TOM YHCJIe, HHTEePHET-MAarasHHOB |
IIOMCKOBBIX CHCTEM;

3. HMcnoms3yii cmoxusie u pasHeie nmapond. TakuM oGpaszoM, ecnu Tebs B3JIOMAIOT, TO
3MIOYMBINUICHHHKH II0JTY4aT JOCTYI TOJIBKO K OZHOMY TBOEMY MpPOQHITIO B CETH, a He
KO BCEM;

4. Ecmu rtebs B3nmoMamm, TO HEOOXOIMMO IIPEAYNIPENUTh BCEX CBOMX 3HaKOMBIX,

KOTOpBIE 100aBeHE! y Tebs B Jpy3bsxX, 0 TOM, 4TO Tebs B3JIOManH H, BO3MOJKHO, OT

TBOCTO HMEHH OYIeT pacCEUIATLCS CIAM ¥ CCBUIKH Ha (QHIIHHATOBEIE cafiThr;

YcTaHOBY HaneKHBIH napois (PIN) Ha MoOHIBHBIH Tenedon;

Otkmoun coxpanenune naposist B Opaysepe;

7. He orkpsiBait daiiier u APYTHE BIIOXCHHUS B IIUChbMAax HaKe €CIH OHH NPHILUH OT
TBOMX Npy3eH. Jlyume yrouynu y unx, OTIPABIIANTH JIH OHH Tebe 3TH daiiisl,

N

Hugpposas penymayus

[ludposas penyramms - 1o Herarnsmag HJIA [I03UTHBHAS WHOOPMAIHS B CETH 0 Tebe.,
Kommpometupyromas HHbOpPMANKs pa3MelneHHas B HHTEPHETE MOXET CEPhE3HBIM 06pazoM
OTPAa3sHTLECA HA TBOEH peanbHO JKH3HH. «lludpoBas penyramus» - 310 TBO HMHJDK, KOTOpBIH
dbopmupyercs 13 HH(pOpManuK 0 Tebe B HHTEpHeTe,

TBoe mecTo xwuTenscrsa, yuelbl, TBOE (prHAHCOBOE TIONIOEHHE, OCODEHHOCTH XapakTepa
H paccKasbl 0 OIM3KKX — BCE ITO HAKAILIMBACTCS B CETH.

MHor#e moapocTky JerkoMeIcIeH o OTHOCATCS K ITyONHKauMy JTHYHOK MH(pOpPMaruy B
HHTepreTe, He MOHEMAs BO3MOXKHEIX mociaencTsui. Thl nake He CMOKEIUb JOTANATHCS O TOM,
4T0 oTorpadus, pasmemennas 5 et Hasaj, cTana IpHMYUHON 0TKa3a MPHUHATH Tebd Ha pabory.

Kommenrapuy, pasmewmenne Teomx dororpadmit uw npyrme neiicTBus MOIYT He
UCUCSHYTL JlaXe TOochne TOro, Kak Thl MX yaatumb. Th He 3HACMIb, KIO COXPAaHHI 3Ty
HH(OPMAIMIO, IIOTIA/IA JIH OHA B [OMCKOBEIE CHCTCMBI H COXpaHMJIACh JIH OHA, a INIABHOE: YTO
nonymMaroT o Tebe oKpyxKaromee moau, KOTOpBbIe HAWIYT U yBHAAT 5T0. Haiitu uHpOpManuo
MHOTO JIET CIYCTsI CMOXeT mo00i — Kak u3 RoOpeIX MoGyXIeHuH, Tak u c HaMepeHHeM
TPHEMHATE BPe/. ITO MOKeT OBITh KTO YrOIHO.

OcHoBHEIE cCOBeTHI 110 3aIMTe HH(POBOH penyTanuu:

1. Tlomymaii, npexzae uyem 4ro-to nyOIMKOBATE H Ilepenasarh y cebs B Gnore wmm B
COLHAITLHOH CeTH;

2. B HacTpolikax npoduns ycranosu OrpaHHY€HHS Ha IIPOCMOTP TBOEro IIPOQHIs H ero
COZCPIKHUMOr0, CIeNaH ero TOJIBKO «yis Ipy3ein;

3. He pasmemaii u ue yKasbBail HHpOPMALKIO, KOTOpPas MOMKeET KOro-mubo ockop6miaTs
HIIH 00MKaTh.

Asmopckoe npaso

CoBpeMeHHBIE IIKOMBPHUKH- aKTHBHLE TOJIL30BATENH  IHPPOBOTO MpOCTpaHCTBA.
Onnaxo naneko He Bce 3HAIOT, 9T0 M0/Ib30BAHHE MHOTMMH BO3MOMKHOCTSIME urdpoBoro mupa
Tpebyer cobmonenus [IpaB Ha HHTEIUICKTYaIbHYIO COOCTBEHHOCTD.

Tepmun CHHTCJICKTya/IbHasi COGCTBEHHOCTBY OTHOCHTCH K Pa3IHYHBIM TBOPEHHSIM
HCIIOBEYECKOT0 yMa, HAYMHAS C HOBBIX u300peTentii u 3HaKOB, 0603HaYAIOMIX COBCTBEHHOCTS

Ha TIDONYKTBI M YCIYrM , W 3aKkaHumpas KHATaMH, (oTorpadusamu, KHHOQHIBMaMH H
MY3BIKaTbHBIMH TIPOU3BENCHUIMH.



ABTOPCKHE ITpaBa — 3T0 IpaBa Ha HHTCJUIEKTYaNTbHYI0 COOCTBEHHOCTD Ha IPOH3BEICHUS
HayKH, JITEPaTypbl H HCKYCCTBA. ABTOPCKHE IIPaBa BHICTYIIAIOT B KAYECTBE TapaHTHH TOI0, YTO
UHTEJUICKTyaIIbHBIH/ TBOPYECKHH TPy aBTOpa He Gyger HallpaCHBIM, JIaCT €My CIpaBeUIHBEIC
BO3MOKHOCTH 3apal0TaTh Ha pe3yJbTaTaX CBOGIO TpyIa, TOTYYHTh H3BECTHOCTh H MPH3HAHHE,
Huxro 0e3 paspemenus asropa ne moxer BOCIPOU3BOLKTE €I0 IIPOM3BENEHHE, PACIPOCTPAHSATS,
IyOIMYHO JeMOHCTPHpPOBATE, TpofiaBate, HMIOPTUPOBATH, NYCKaTh B IPOKAT, MyGIHYHO
HCIIOMHATD, IOKA3BIBATE/HCTIONHATE B 2DUpPE WK pasMermars B HHTepuere.

Hcnone3osanue «mpatckoron IPOrpaMMHOTO 0GEeCTIeYEH s MOKET IIPHBECTH K MHOIHM
PHCKaM: OT IIOTEPH NaHHBIX K TBOHM aKKAyHTaM 10 GokupoBKH TBOEro ycrpoiicTsa, rie
YCTAHOBJICHHbIH He JeraibHas nporpamva. He crout Tame 3abbIBaTh, 4YTO CyuecTByer
JleranbHbIe ¥ GecIuIaTHEIE IIPOrpaMMbl, KOTOPbIe MOYKHO HAHTH B CeTH.

O nopmane

CereBHuOK.p — TBOW rNABHBIN cOBeTwYHK B CETH. 31eChb THl MOXEWb Y3HAThH 0
0€30MacHOCTH B CeTH MOHATHEM H AOCTYITHEIM SI3bIKOM, @ NIPH BO3HHKHOBEHHH KPHTHYECKOL
CHTyallMH OODaTHTBCS 33 COBETOM. A Takske NPHHATE Y4aCTHE B KOHKYPCAX H CTATh CAMBIM
IHGPOBEIM rpaxknaHrEOM!




Mpunoxenue Ne3. IMamsaka qas pomaTeneii 06 undopmanmonnoii Gesonacuocru gereii

Onpenenenve Tepmunua «uH(OpManuonHas 6e30macHOCTD  neTel COLEPXKHUTCS B
DenepansHOM 3aKkoHe Ne 436-D3 «O 3aluTe JeTeH OT UH(OPMALNY, IPHYHHSIONIEH Bpex ux
3/I0OPOBBI0 M PA3BHTHION, PETYIHPYIOLIHM OTHOIICHHS, CBA3aHHBIE C 3AATOH xeTelf or
MHGOPMAINH, IPUYHHSIOme BPE/l UX 37I0POBBIO U (W1H) pa3BuTHIO. CornacHo JaHHOMY 3aKOHY
«undopmanmonHas Ge30macHOCTs feTeily - 310 COCTOAHHE 3ALIMIICHHOCTH, IIPH KOTOPOM
OTCYTCTBYET DHCK, CBS3aHHBIA ¢ NpHYMHEHHEM WH(QOpManHel Bpena WX 30POBBIO W (mmm)
(usudeckomy, [ICHXMYECKOMY, TyXOBHOMY, HDaBCTBEHHOMY Pa3BHTHIO.

B cuny ®epepansnoro sakoma Ne 436-03  undopmanuei, IpHYMHSIOmEH! Bpes
3/I0POBBIO H (HJIH) Pa3BUTHIO NETel, SBIsercs:

1. undopmanms, sanpemennas AULSL paclpOCTPaHEeH s Cpeay HeTelt;

2. undopmanus, pacnpocTpaHeHue KOTOPOH OTPaHHYEHO cpenn

AeTeH  OmpeleneHHBIX BO3PAaCTHBIX KaTerOpHH.

K madopmanmn, 3apeIeHHOR 1A pPacpOCTpaHEeHHS Cpeau nerel, OTHOCHTCS:

4. mudopmanus, nodyxparomas neredt COBEPIICHUIO NEHCTBHH, IpPeICTaBIIsIOMMX
YTPO3y MX JKHM3HH M (HJIH) 370POBEIO, B T.4. IPHYHHEHHIO BPeJa CBOEMY 30pOBbIO,
camoyOuiicTay;

5. cnocoGHOCT BHI3BaTH Y HeTeH xenaHHMe ynoTpeGHTH HAapKOTHYECKHE Cpe/CTBa,
TICHXOTPONHbIE W (WIH) OJypMaHMBAIOLIHE BeIeCTBa, TabavyHele wW3menmus,
AIKOrOMBHYI0 M CHHPTOCOLEPYKAIIYIO IpOAYKUMIO, 1NHMBO M  HANHTKH,
H3TOTAaBIIMBAEMBIE HA €0 OCHOBE; IIPHHATE Y4aCTHE B a3apTHBIX UIpax, 3aHUMAThCS
LIPOCTHTYIHEH, OPOASKHHYIECTBOM HIIH NONPOIIaHHHYEeCTBOM;

6. obocHOBEIBafOmMAN MH ONpaBJbIBAOMAA  NOMYCTHMOCTh HACHIHS W (mn)
KECTOKOCTH JIHOO 1OGYXIalomas 0CyIIeCTBIATS HAaCHJILCTBEHHEBIE NEHCTRHA o
OTHOIUCHHIO K JIFO/IAM H JKHBOTHBIM;

7. OTPHIAIOMAs ceMelHBIE NMEHHOCTH W dhopmmpyromas meysakenue POAHTENIAM H
(umm) pyrum wienam CEMBH;

8. ompasasIBaromas NPOTHBONPABHOE IOBEACHHUE;

9. comepxamas HENEH3YPHYIO Opans;

10. conepxamas HH(OPMALHIO OPHOrpadHYecKOro XapakTepa.

(8

K undopmanun, PACIIPOCTPAHEHHE KOTOPOH OrpaHHYeHO Cpemd meTeif OIIPE/IEICHHOrO
BO3pacTa, OTHOCHTCS:

1. wapopmauus, npexcrasisemas p BHIC H300pa’keHHs] WIIH OMHCAHMs KECTOKOCTH,
¢u3uueckoro wu () ncuxuyeckoro HaCHWINA, TPECTYIUIEHHS MIM HMHOro
aHTHOOIECTBEHHOT O JNeHCTBHS;

2. BHI3BIBAROIIAN Y HeTell cTpax, yxac Him NaHAKY, B T.4. Mpe/JCTaBIieMas B BH/e
H300paXkeHHs: WM ommcanms B YHIDKAIOIIEH 4YenoBedeckoe I0CTOHHCTRO bopme
HEHACUIILCTBEHHOH CcMepTH, 3abosesanus, CaMOyOHMHCTBa, HecwacTHOro Cinydas,
ABAPHH HJIH KaTacTpodbl u (Min) ux TIOCJIEICTBHIA;

3. mpencrasisemas B Buie U300PKEHHS UM OIHCAHHS TIOJTOBEIX OTHOIIEHHH Mexmy
MYXYHHOH M JEHLIHHON;

4. cozmepxkaas GpaHHbIE CI0BA 1 BbIP2KEHH, HE OTHOCAIINECS K HENEH3YPHOMH OpaHu.

C yuerom 3toro Bam [IpEararoTes npasuaa paboTsl B ceTH Hnreprer mns pasmmanprx

BO3PacTHBIX KaTeropuii, cobmonenue KOTOPBIX IMO3BOIUT ofecmeyuTs HH}OPManHOHHYI0
BesonacHocTs Bammx jeTeit.

Obwue npasuna ons pooumenet;




blogs.mail.ru, vkontakte.ru u T.IL), BHHMATeJIbHO H3Y4YHTe, KaKylo HHpOpManmio
TIOMEINAIOT €r0 YIACTHHKH B CBOMX IPOGHIAX ¥ 610Tax, BKIOYas dotorpadun u suxeo.

Ha HeXenaTelbHbIE M ONacHkle calThI (Hamprmep, TIOPHOCANT, MK caifT, Ha KOTOpoM
APYT YHOMHHaeT HOMEp COTOBOrO Tenedona Baruero peGerka mmm Bam JOMaNTHME

Wnteprery nerm me TOBOPAT pomUTEIAM O npobiemMax, a Taxke MOTYT Hayarp
HCII0IB30BaTh HTEpHET BHE NOMa 1 IIKOJIEI).

5. Bynere B Kypce ceteBolt »xusHu Bamero pebenka. Murepecyiitecs, xto mx APY3bs B
WUnTeprer tak K, KaK HHTEPECYeTeCh pealbHbIME IPY3bSMH.

Bospacm om 7 0o 8 nem

38 HHM BEeNIETCS IOCTOSHHBIL] KOHTpOJb, oaHaKo, poauTemy Oyayr TIO-TIPEIKHEMY 3HATPh, Kakie
CaHTEI Hocemaer ux pebenox. Jletu B nannom BO3pacTte 001ajaloT CHAbHEM YYBCTBOM CEMBH,
OHH TOBEPYMBBI H He COMHEBAIOTCH B aBTopurerax. OHE MOGsT UrpaTh B CeTeBBIE WIpsl u

IIyTEIIEeCTBOBATDL 110 HHTepHeTy, HCHOIII:3_YH SHCKTPOHHYIO NOYTy, 3aXOJHTH Ha CalTEI U YaTkl,
HE PEKOMEHJ0BaHHLIE poouTensIMu.,

CoBertsl no BesonacHocTy B cety Wnreprer ans nereit 7-8 Jer

1. Co3paiire crimcox AOMAIHAX NPaBHJI MOCEINeHuUs HuTeprera 0IpH y9acTHH JeTei u
TpelyiTe ero BEmoMHeHus.

2. Tpebyiire or Bamero peGenxa CoOMmoneHns Bpemennpx HODM HaxOX[OEHHs 3a
KomneroTepom. [Mokaxute pebeHKy, yto B Hab/monaere 3a HuM me IOTOMY 4T0 Bam

9TO XOHETCsA, a MOTOMY yTo B Oecriokourecs o ero Ge3omacrocTH B BCEra roTOBEI
EMY [IOMOYE,

IIOZX IPUCMOTPOM poaHTeNei.
4. Hcnonssyiire CILICUHANbHBIE IETCKHE IOUCKOBEIE MaIlHHEI.

5. Mcnomssyiite cpencraa 0.10KHpoBaHus HEMEIIATEIEHOrO KOHTEHT] Kak AOIOMHEHHE K
CTaHAapTHOMY Ponutensexomy KOHTPOIIO.

6. Cospaiire CeMEHHBIH  3)IeKTPOHHBI} AMK, 9TOOBI He mO3BOIHTL AETAM HMeTp

cornacus,



10. He paspemaiite netsim HMCIIOJIE30BATE CITy)GBI MTHOBEHHOTO 06MeHa coobmeHusamy,

1. B «Gensrit» crmcok CalTOB, pa3pemeHHbIX I TIOCEIIEHHS, BHOCHTE TONBKO CAMTEI ¢
XOpOoLIeH penyTaluei.

12. He 3a6b1Baiite BecenoBars ¢ meteMu 06 ux Apy3eax B MiaTepuere, Kak eciy 651 peus
HLIa O IPY3bsIX B peallbHOH KHM3HH,

13. He penaiite «raby» M3 BOIIPOCOB MOOBO KH3HH, TaK Kak B UHTepHere netn MOTYT
JICTKO HAaTKHYTBCS Ha HOPHOTPadhHIO HITH CAlTE] @IS B3POCIIBIXY,

14. Ilpuyunre Bamero pebenka coobmare Bam 0 JHOGEX YTpO3ax HIHM TpeBorax

Bospacm demeii om 9 90 12 zem

B jnamHOM Bo3pacte ACTH, KaK NPABUIIO, yiKe HACIBINAHEI O TOM, Kakas HHOpMauus
cymecrsyeT B Hureprere. Cosepierno HOPMalIbHO, 9TO OHH XOTSAT 93TO YBHJIETH, [IPOYECTS,
yeneiuars. Ilpu stom myx)HO HOMHHTB, 4YTO NOCTYN K HeXelaTelbHEM MaTepHanaM MOKHO
TIErKkO 3a0JI0KMPOBATE IIPH TOMOIIY cpencrs Poaurensckoro KOHTPOJIS.

Cosets! 1o 6ezomacuocTy s feredt ot 9 no 12 ner

1. Cospaiite crmcox AOMAlIHUX TPAaBHI IOCEIEeHHs Wureprer npu yuacrun nerei u
TpebyHTe ero BeImOIHEHMS.

2. Tpebyiire ot Bamrero pebenka cobmonenus HOPM HaXOXIEHHS 38 KOMIIBIOTEPOM.

3. Habmopnaiire 3a peGerkoM npu paGore 2a KOMIIBIOTEPOM, MOKaXHTe eMy, yTo B
Oecnokourecs o ero Ge3omacHocTy 1 Beerna rotosg OKa3aTh €My IIOMOIIp.

4. Kommsiorep ¢ TonkmoyeHneM B MHTepHeT nomken HaxomuTecst B o0mel xomuare
[0 NPHCMOTPOM pOUTENEH.

5. Hcnomayiire cpencraa 0JI0KHPOBaHUS HexkenaTebHOrD KOHTCHTA KaK JOMOJIHEHHE K
CTaHnapTHoMy PomuTensckomy KOHTPOITIO.

6. He 3a6nBaiite IPHHAMATb HEMOCPEACTBEHHOE yyacTue B KH3HH pebeHKa GeceoBars
€ IeTbMH 00 HX JpPy3BsX B WnTeprere.

7. Hacrausaiite, 910651 ACTH HUKOT/Ia HE COTTIALIATHCE HA THYHbIE BCTPEYH ¢ npy3esaMu
no Unrepuery.

8. Tlossomsiite nersm 3dXONIMTE TONBKO Ha CalWTHI u3 «Georoy CIMCKa, KOTOPKIH
CO3z1akTe BMeCTe ¢ HUMH,

9. Ilpmyuure pereit HUKOT/la HE BbIJABATh IJIMYHYIO HH(OpMaLKMIO CcpeacTBamMu
SMICKTPOHHOH IIOYTEI, YaTOB, CHCTeM MTHOBEHHOIr0 00OMeHa coo0meHnsmm,
PETHCTPATHOHHEBIX (OPM, THYHBIX npodunei u npu PCTHCTpalliM Ha KOHKYPCEHI B
Unreprere.

10. Ilpuyunre nereit ne 3aIpyxare nporpammel 6e3 Barmero paspemenus. O0wacuuTe
HM, 9TO OHH MOTYT Ciy4aiiHo 3arpysuThb BHDYCHl MWIIM JIpyroe HeXeJjlaTelbHoe
IIporpaMmHoe obecneyeyue,

11. Co3paiite Bamemy pebenky OTPaHUYEHHYIO YYETHYIO 3ammch At paboTel Ha
KOMIIBIOTEpE,
12
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13. Pacckaxure nersm o nopuorpaguu B UnTeprere.

14. Hacraupaiite na TOM, 4TOOBI I€TH IPeROCTABILIH BaM JIOCTyN K cBOeii SJIEKTPOHHOH
NOYTE, YTOGRI BLI YOerunuce, 410 oy He obmarores ¢ HEC3HAKOMIaMy.
15. O6wsicuuTte ACTAM, 4YTO Henpss HCIIONB30BaTh  CeTh  JuIx

XYJIAraHCTBa,
PaCpOCTpaHeH s CIUTeTeH My yIpos.




Bospacm oemeii om 13 90 17 nem

B s1oM BoO3pacre moxpoctku axTummHo HCIOJIE3YIOT MOHCKOBBIE MAIIMHEI, NMOJB3YIOTCS
SICKTPOHHOM TOYTOH, CiyXGaMH MrHOBEHHOrO o0Mena coobmennsvu, ckaunBaroT MY3BIKY M
huneMEL. Mansunkam B 3TOM BO3pacTe GONbINe 0 HpaBy cmeTaTh Bee OTPaHHYeHHUA, OHU
KDKIYT rpyboro 1oMopa, a3apTHEIX HIP, KAPTHHOK UL B3POCIBIX». JIeBOUKH NpemounTaoT

obmwarscss B warax, IPH 3TOM OHH ropasno Golee YYBCTBUTENBHEI K CEKCYyalbHBIM
AomoratenscreaMm B MHTepHETE.

Baxmno TIO-TIPEKHEMY  CTPOrO  cobMOAaTh upasuna  VmTepmer-6ezomacHoctn -
COLVIAMICHHE MEXNY POAMTENSAMH M JETHMIL Kpome Toro, meobxommmo kax MOXHO dale
NPOCMATPHUBATE OTYETHI O JESTETBHOCTH JeTel B Hurtepuere. Crenyer 0OpaTHTh BHHEMaHUE Ha
HEoOX0auMOCTE COnepxKaHUS POAUTENHLCKHX napojieii (naponeit AIMHHHCTPATOPOB) B CTPOroM
CeKpere H 00paTUTh BHUMaHHE Ha CTPOTOCTb ITHX HapOIEH.

CoseTsI 110 Ge3omacHocTH B 3TOM Bo3pacte ot 13 1o 17 net

1. Co3zpmaitte crmcox AOMAIIHKX IPaBHI MOCEIIEeHHs Hunrteprera npu Y4acTHH
[OApOCTKOB ¥ Tpebylite GesycnoBHOrO ero BBINOTHERKA. OBroBopute ¢ peferkom
CIIHCOK 3alpelleHHbIX CafTOoR («9epHBIH CITHCOK»), 9ackl paGoTsl B HrTepnere,
PYKOBOICTBO 110 061erHI0 B MHTepHETE (B TOM uHCIIe B yaTax).

2. Kommsiotep ¢ momkmouenmenm K cetn VHTepHeT nomkeH HaxomuThcs B obmei
KOMHare,

3. He 3a6piBaiite OecenoBath ¢ neToMu 06 Hx Apy3bsax B UHTepHeTe, 0 TOM, ueM oy
3aHATBI TakuM obpasoMm, Gymro P€Yb HIET O Ipy3bAX B peansHON IKU3HH.
Cnpammsaiite o TOMAX, C KOTOPBIMH JETH OGMmMAIoTCs HOCPENCTBOM  CITyxk0
MTHOBEHHOI'0 0OMeHa COOOLICHUAMHU, YTOOE] yOemuThCs, YTo 3TH NHOTH UM 3HaKOMEI.

4. Hcnons3yiite cpencraa GokupoBanus HexenaTensHOrO KOHTEHTA KaK JIONOTHEHHE K
CTaHIapTHOMY Pomurensckomy KOHTPOJTIO.

5. Heobxoamumo 3HaTh, KAKUMH 4YaTaMH mMONB3yioTcs Bamm netd. Ilooupsiite
HCIIOJIb30BAHHE MOAEPUPYEMBIX Y4TOB H HacTanBakTe, 4ToObl feTH He obmamucs B
TIPHBATHOM pexHMe.

6. Hacrausaiite ma Tom, uTo6w ACTH HUKOIZA HE BCTPEYAIHCH JIHYHO C JAPY3BSAMH H3
cetu Murepher.

7. Ilpuyunte geret me BBIZIaBATb  CBOIO  JIHYHYIO HHbOpManuo CpeACcTBaMH
SJICKTPOHHOH IIOYTBI, 4YaToOB, CHCTeM MIHOBEHHOI'0 0OMeHa CoO0menuaMH,
PCTHCTPAIMOHHEIX HOPM, JTHYHBIX npodunei u npu PETHCTPalliM Ha KOHKYPCHI B
HWnTeprere.

8. Ilpuyunure nereii me 3arpyxare nporpammel 6e3 Bamero paspemenusa. O0vscHHTE

HM, YTO OHM MOTYT CilyyaiiHo 3aIpy3uTh BHPYCHI MIIH JIpYroe HeXeJaTeabHoe
IIporpaMMHoe obecrieuenue.

9. Ilpuyunre Bamrero pebenka coobmars Bam o MOOBIX yrposax wum TpeBOrax,
CBA3aHHBIX ¢ MuTepHeToMm, Hanomuure HETAM, 4TO OHH B 6e30nacnocm, €CIIH caMu

Pacckasaim BaMm, 0 CBOMX yrposax mim Tpesorax. IToxBamure mx u IIOCOBETYiiTe
IIOIOMTH eme pa3 B ooGHbIX Clryvqasx.

10. Pacckaxure mersm o nopHorpadun B MuTepHere. ITomormure UM 3allHTHTBCS OT
Cunama. Hayunre monmpoctkos me BbllaBate B MHTepHeTe cBoero peansHOro




